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Introduction

Welcome to the Microsoft® Windows® Messenger 5.1 Planning and Deployment Guide. This document defines an important point in the evolution of instant messaging at Microsoft. Microsoft views instant messaging and presence as critical pillars in enabling new customer business experiences. This document guides you through the steps in evaluating and deploying the client for Microsoft Office Live Communications Server 2005.

To design a successful Live Communications Server 2005 messaging and presence system, you need to understand the capabilities and limitations of the software and hardware upon which you build your messaging system. Whether you are developing a new Live Communications Server implementation or upgrading from a previous implementation, balance the limitations of the network infrastructure with the capabilities of your messaging system, operating system, and user software.

This document guides you through the process of planning and deploying the client for Live Communications Server 2005. 
Planning Windows Messenger Deployment
Planning your Windows Messenger strategy is a necessary step to take when designing a Live Communications Server infrastructure. The following are the key steps you need to take during the Windows Messenger planning process:

· Determine which clients and operating systems are supported by the different instant messaging systems, such as Live Communications Server, Exchange Instant Messaging, and the Microsoft .NET Messenger service.

· Determine policies to set for your Windows Messenger clients.

· Determine how to deploy your Windows Messenger clients. 

We recommend that you install Windows Messenger 5.1 on all user computers to take advantage of the new and improved features of Live Communications Server 2005.

Choosing a Deployment Method

The Windows Messenger 5.1 client can be distributed early in the deployment phase because it can operate with servers running Live Communications Server, Microsoft® Exchange Server, and the .NET Messenger service. This client compatibility supports the transition period during migration when users need access to both servers running Live Communications Server and Exchange IM (instant messaging).

There are a number of ways to distribute the Windows Messenger 5.1 client so users will experience a seamless transition when the servers running Live Communications Server are deployed. A few client distribution methods include:
· Distribution point 

· Microsoft IntelliMirror®
· Windows logon script 

· Microsoft® Systems Management Server (SMS)
· Group Policy

For each of these, you will need to download Windows Messenger 5.1 from the download center, or download the latest version using Windows Update. 
Software Distribution Point

You can use a file server on your network as a software distribution point for the Windows Messenger 5.1 client. At rollout time, you can send an e-mail to users that explains the pending upgrade and provides a link to the distribution point.

IntelliMirror

You can use the IntelliMirror management technologies with Windows Installer to deploy and manage the installation of Windows Messenger 5.1.
Logon Script

You can use WSH (Windows Script Host) to create a logon script for deploying Windows Messenger 5.1.

SMS

Windows Installer is suitable for simple software deployments. However, for more complex software installation scenarios where scheduling, inventory, reporting, status, and support for an installation across a WAN (wide area network) is required, we recommend using Systems Management Server 2.0 (SMS). 

Group Policy

You can create a Group Policy object to deploy Windows Messenger 5.1. For more information about using Group Policy, see “Deploying and Upgrading Software” in the Help and Support Center for Windows Server 2003. 

Verifying the Correct Windows Messenger Version
To ensure that you are running the correct version of Windows Messenger, click Help in the menu bar and then click About Windows Messenger. The version number should read 5.1.
Windows Messenger 5.1 Enhancements and Optimizations 
Windows Messenger 5.1 includes a variety of enhancements in the areas of security, performance, availability, and presence. These enhancements in the client allow you to efficiently utilize new features and capabilities provided by Live Communications Server 2005.

Security Enhancements
A few of the security enhancements available for Windows Messenger 5.1 include: 
Spam prevention
By using Windows Messenger 5.1 in a federated environment, you can prevent unsolicited commercial instant messages that would have otherwise resulted in offensive IMs, bulk IMs, and unsolicited IMs.
File Transfer

Prevent the transfer of files that are not considered to be safe enough to be saved or opened on your client computer. This includes files that contain suspicious elements, spam, or executable files that might contain viruses and such.

To help ensure that the file being transferred is safe for use, Windows Messenger 5.1 performs a check each time a file is transferred from one client to another. This check is conducted even before the recipient accepts the file transfer, thereby, helping to eliminate any chance of downloading a potentially unsafe file.

Usually the file transfer protocol does not perform any authentication and a transferred file is transmitted across the network without encryption. This opens up possibilities for attacks. 

To help ensure that no data is lost to malicious users during file transfer, you can also disable file transfer through Group Policy. However, as you complete the planning process, weigh the advantages of using the file transfer functionality against the security gained by disabling it before implementing the policy across your enterprise. 

To disable file transfer, set the Group Policy key DisableFileTransfer to disable.

Data Mining
Data mining is a technology that allows you to extract information from databases and analyze it to help solve business decision problems. However, this technology can be misused by malicious users to retrieve IM addresses that can be used for spamming or spreading viruses.

Windows Messenger 5.1 prevents data mining by requiring a user to enter a display name. This means that hackers cannot easily obtain IM addresses through data mining and spread viruses between contacts. 

The ability to encrypt the contact IM information in Windows Messenger 5.1 makes it harder for malicious users to obtain IM addresses for contacts.
Security Recommendations

Audio and Video Encryption

We recommend that you enable encryption for all your audio and video sessions across the network. If audio and video data is not encrypted, it could be heard or manipulated by a third party.

To enable audio and video encryption, set the Group Policy key PolicyPC2PCAVEncryption to enable. 
Data Collaboration

We recommend that you enable encryption for all data collaboration sessions. These include whiteboard and application sharing sessions. Exercise discretion when sending invitations for data collaboration sessions and ensure that you are sending data or sharing your desktop only with trusted users. Also while the data collaboration session is in progress, check with the trusted user through Instant Messenger to verify that all your data is being transmitted and received as intended.

To enable data collaboration encryption, set the Group Policy key SetSecurityLevel under Software\Policies\Microsoft\Conferencing to enable.
.NET Messenger Service Security Updates
When using.NET Messenger service, be aware of the latest security updates to help ensure a secure deploying environment. Windows Messenger 5.1 incorporates all of the required .NET Messenger service security updates. However, if you decide to disable the .NET Messenger service, set the Group Policy key PolicyDisableMSN to disable.

Also ensure that you enable the highest level of security in your enterprise using Group Policies.

For more information about these and other policies, see The Live Communications Server 2005 Reference Guide at http://office.microsoft.com/en-us/FX011526591033.aspx.
Improved Presence Accuracy

To provide accurate presence information, the server keeps a consistent view of the state of the user or the client. The Windows Messenger 5.1 client is modified and improved to resolve the problems associated with “stale” presence. 

Improved Performance
A series of SIP (Session Initiation Protocol) optimizations have been implemented to provide scalability, improve performance, reduce bandwidth needs, and increase availability.
Creating Batch Subscriptions

In Windows Messenger 5.1, the following changes have been implemented for subscriptions.
· All initial presence SUBSCRIBE requests are grouped into a single batch and then sent to the server.

· All NOTIFY messages back to the client are grouped into a single batch and then sent to the client.

With these changes, the logon sequence for the client is now less verbose. This greatly improves network usage and dramatically decreases the processing load on the server. This also improves the logon time for a client, leading to a better user experience.
Best Effort Notifications

The best-effort SIP optimization removes acknowledgements to NOTIFY messages sent out by the server. This results in a dramatic reduction in network traffic between Windows Messenger 5.1 and Live Communications Server 2005.
Best-effort NOTIFY (BENOTIFY) messages are sent from all clients registered to the same server or pool. However, messages from clients registered to a different server or pool, Live Communications Server 2003 home servers, or federated users will default to normal behavior.  

Piggy Back Notifications

Traffic between client and server is optimized by combining response and subsequent request messages from server to client. 

Automatic Detect and Reconnect

Timely detection of loss of connectivity is essential for Live Communications Server 2005 to help provide failover solutions and enable a seamless reconnection to the server. To improve on the availability characteristics of the instant messaging service, the following changes have been implemented in the Windows Messenger 5.1 client.

Detecting Disconnects 

A lightweight TCP-based in-band mechanism has been implemented to rapidly detect disconnects between the client and the server. This method has the added benefit of reducing load on the server by allowing it to handle over a 100,000 clients. 
Client Retry Logic

The Windows Messenger 5.1 client retry mechanism is based on sophisticated retry, randomization, and “back-off” algorithms. This helps ensure that in the event of server failures, very large numbers of clients do not attempt to logon at the same instant.

Improved Interoperability

Windows Messenger 5.1 can be deployed along side Windows Messenger 5.0.
Configuring Live Communications Server 2005 for Client Access

After you have installed Live Communications Server 2005, configure client access. Configuring client access involves the following tasks:

1. Creating a DNS SRV resource record.
2. Installing and configuring the Windows Messenger client.
3. Creating and configuring users in Active Directory.
4. Manually enabling client connectivity to Live Communications Server.
This guide covers tasks 2 and 4. For more information about creating a DNS SRV resource record or creating and configuring users in Active Directory, see the Live Communications Server 2005 Deployment Guide at http://office.microsoft.com/en-us/FX011526591033.aspx.

Installing and Configuring the Windows Messenger Client

Install and configure Windows Messenger 5.1 to test and verify the implementation of your servers running Live Communications Server 2005. The client can be downloaded from http://www.microsoft.com/downloads/details.aspx?FamilyId=A8D9EB73-5F8C-4B9A-940F-9157A3B3D774. 
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Note

Live Communications Server 2005 supports both Windows Messenger 5.0 and Windows Messenger 5.1. However, if you use Windows Messenger 5.0, you cannot take advantage of the new features offered by Live Communications Server 2005. 
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To install and configure Windows Messenger 5.1
5. Close Windows Messenger on all clients.

6. Install Windows Messenger 5.1 on all clients.

7. Right-click Start, and then click Explore.

8. Locate and double-click the executable file, messenger.msi for Windows Messenger 5.1.

9. Follow the instructions in the installation wizard.
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Note

If TLS is enabled either through automatic configuration or manually on the client, the root CA certificate used by Live Communications Server 2005 must exist on the client computer.

Enabling Client Connectivity to Live Communications Server 2005
There are two ways of provisioning the client to connect to the Live Communications server. 
10. Auto Configuration. The client will automatically query for the DNS SRV resource record and will either directly connect or be redirected to the correct Live Communications Server. This requires creating a DNS SRV resource record for your Live Communications Server. 
11. Manual. The client can be preconfigured to connect to the FQDN of a specific server. This can be done by configuring the relevant registry key by using Group Policy settings. Alternatively, this can be done by manually providing the FQDN or IP address of the Live Communications Server 2005 Standard Edition.
Enabling Automatic Configuration

After configuring the DNS SRV resource record, you can choose to automatically configure the connection settings.
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To enable automatic configuration for Windows Messenger clients

12. With Windows Messenger open, click Tools, and then click Options.

13. Click the Accounts tab.

14. On the SIP Communications Service Account section, click Advanced.

15. In the SIP Communication Service Connection Configuration dialog box, click the Automatic Configuration option.

16. Click OK two times.
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Note

Automatic configuration overrides the server or pool name that you might have entered while configuring your client manually. 
You can also manually configure Windows Messenger 5.1.
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To manually configure connectivity

17. Open Windows Messenger 5.1.

18. On the Tools menu, click Options.

19. Click the Accounts tab.

20. Click Advanced.

21. Click Configure Settings.

22. In Server name or IP address, type either the name of the server or the IP address.

23. Under Connect using, select TCP as the protocol that you want to use to connect. For more information about configuring TLS, see the Live Communications Server 2005 Deployment Guide at http://office.microsoft.com/en-us/FX011526591033.aspx.

You have now successfully completed the client configuration for Windows Messenger 5.1. At this point, you can use Windows Messenger to communicate between two clients.
